BRIDGING THE DEV-SEC DIVIDE

Three Tips for Agile Developers
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It iS no longer a question of whether
an organization will be hackea.
It is simply a question of when

European Voice of Directors, Cyber-Risk Oversight 2020
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“Growing digital dependency will
intensify cyberthreats”
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CC Contrast

“Cybersecurity is increasingly a priority
et for leaders”
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Discover the real and active
threats in your products




- Login Page

Frontend (old domain) Frontend (New domain) Frontend (old domain)

Login Router

Session

Backend

Session

Backend

éCompanyA Company B



- Login Page

Frontend (New domain) Frontend (old domain)

Lacking
monitoring

Cookies
exposing PlII

Frontend (old domain)

Login Router

Vulnerable
encryption

Backend

Session

Backend

éCompanyA CompanyBé



Generic

configurations
Web Application Firewall (WAF)

: High # of
Lacking Fraud cases

monitoring
- Login Page

Frontend (New domain)

Cookies
exposing PlI

Frontend (old domain)

Frontend (old domain)

Vulnerable
encryption

Loyalty assets
AuthZ AuthN
|
Weak
passwords
Session | Session
User
credentials
Backend - Backend

%CompanyA Company B



FIRSTTIP

Threat Modeling is your
g0o-to tool

Martin Fowler's Blog: A Guide to Threat Modeling for Developers by Jim Gumbley
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SECOND TIP

Detecting malicious activity is a
Key part of building security

STRIDE Framework (learn.microsoft.com)



http://learn.microsoft.com
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THIRD TIP

Share your knowledge
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Discover the real and active
threats in your products
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