%cident.in

BECOMING Al ENGINEERS

Lawrence Jones
LDX London (June 2025)




Background

Hi!

- Lawrence Jones (@lawrjones)

- Product Engineer at incident.io, leading Al efforts

- Joined three years ago as first hire

o
- Now 100 people, dual-HQ in London and SF
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The timeline to fully
automated incident response.



Automated incident

investigation and
resolution
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Background

Spectrum of Al in product
development

- No Al
- Al Sprinkles

- Al Engineering

- Foundational model engineering
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incident AP nayy 200 0 223 PM

g“" “«w Investigation complete
[ ) Identified configuration change in the staging emvironment that blocks monitering probes from occessing the
AP endipoint

AI Engine.eﬁng What's going on?

The HTTP probe for the core-staging-opi-incident is failing when targeting the staging

AP1 endpoint at
LLM https://apt.stoging. incident . Lo/v2/incident s/@1HCHOMAST 7004 2866001 1GVN . The probe
fallures began at 13:27:20Z according to Grafana alerting, and they are ongoing.

(‘9 T \ What caused it? (medium confidence)

A recent IP allowlist deploy t to the staging envi 1t may be blocking the probe's
source P, preventing access to the APl endpoint. There is no evidence of recent code
changes or deployments, so configuration changes are the most likely cause based on
current findings.

|
What can | do next?
l l M * Review and, if necessary, update the staging IP allowlist to ensure probe IPs are permitted
L__ (-/ (1]

o Correlate probe failure timing with resource metrics and error rates in Grafana
dashboards (2]
See less

%107 LLM calls



Maturity phases

Development
Running in production
Evolving the system
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Maturity phases

Deve.lo ment
Is it even work ing?
BP rompts

- Vle

Evolvm the s

ﬂse '

tem
it?

/ E/kat l:reaks when I ¢

[Rum\iv\g n prooluctio

Is it actua“y useful?

)

(—Q Traces
% Secorcards

v Pulse

| Datasets
¢, Leaderboards
J Backtests



Maturity phases

Development
Running in production
Evolving the system
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You need to...

...call LLMs with your data,
and receive structured
output
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Development

Prompt

- Abstraction around LLM calls
- Integrate type-system to structured output where possible
- Support various LLM providers (OpenAl, Anthropic, Google)

- Apply instrumentation and cost tracking
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You need to...

...iterate on a prompt to test it
works for some set of inputs

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE



Development

Evals

- These are LLM "unit tests’
- Each test case has prompt input data and expected result
- Eval suites define matchers on result and expected

- Non-determinism is the challenge

INCIDENT | LAWRENCE JONES BECOMING AI ENGINEERS
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incident-io-bot commented 2 minutes ago

Copilot Evals

Total cost: $9.8178 | Branch output | Master output

@ Regressions

Prompts that are failing more than on master:

Prompt Master
PromptActionsDraft 100% (7/7)
PromptCopilotAreYouAskingMe 100% (29/29)

PromptCopilotScoreThread 100% (10/10)

Broken on master
There are no prompts which are always failing.

» All prompts

@

Branch
86% (6/7)
97% (28/29)

80% (8/10)

Diff
¥ -1 case
¥ -1 case

¥ -2 cases
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Maturity phases

Running in production
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# payment-batch-handler-OOM-causing-processing-del... v 17

incident APP 12:28 AM

What'’s going on

The payments service is experiencing serialization errors when handling
custom fields, causing failures in processing payments.

Root cause

Improper handling of numeric custom fields due to changes introduced in PR
#35285 [1]. Specifically, the changes failed to validate or resolve placeholder
values in numeric fields during serialization.

Milly 12:29 Am
@incident have we made any other changes to the serialization logic in
the payment service?

o incident AFP 12:29 AM
Recent changes:
« PR #34289 Add validation for dynamic custom field types in
payment routes

« PR #31384 Fix: Broken serialization on legacy payment configs with
deprecated fields

Lisa 12:29 AM
M. @incident Have we had any similar issues previously?

" incident :




[‘ Lisa 7:52 PM
WE 0 @incident create a follow-up to understand why web/web CPU was climbing - looks
like a memory leak

1 @
incident AP 7.52 P
Lisa Karlin Curtis (via @incident) added a follow-up:

Investigate web tier high CPU and memory usage for potential A ONC-6792
memory leak

L&, Assigned to @Lisa  Priority: High  Status: Open

Trace = Evals » $0.14 « 10,4235



Lisa 7520

-’.'.' @incident create a follow-up to understand why web/web CPU was climbing - looks
likoe & Feemory leak

1 &

Incident A% 753 P

Lt Karlen Curtis fia @incident) added a follew-up:

Investigate web ter high CPU and memory usage for potential P ONC-6792
memory beak

BB Assipned to @lsa  Prioney: High  Stabus: Open

Trade » Evali » 50,1

4» 104238
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You need to...

...see exactly what we sent
and received, in order to
debug
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Running in production

Traces

- Not standard o11y traces, these contain rich data
- See exactly what was sent and received from the model
- Allow you to re-run and compare models

- 'Steal’ a trace for an eval

INCIDENT | LAWRENCE JONES BECOMING AI ENGINEERS
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reasaningl |-

The reguest was to crests & follow-ep te underatend why the web tler [wedfesh) sapsrienced increasing OFU, with &
sngicion of a mencry Leak. Thin directly affected systen stability snd required ncaling to mitigate risk. A thin could recer
ad impact seliability, 90 dheuld be addvedind a4 hAgh prisrity.
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B Rerun promet x
Expected result /7 @ Cooy
eapected:
follow wpa:
= a5aipren! Pote
description: |«

Investigate the cause of rising CPU and mescry wiage 1n the web tier during the
ocident, focus oo Sdentifyling shather & mesory leak or other rescurce sasagement {ssue was
resporaible for the ohserved Nigh ot i1ization and health chech fatlures,

priarity] Nigh

cvasoeimen 8

Models
[ ot-43-2028-04-34 | chose- 4-somt-20250834 | o
Number of repeats
1
gpt-4.1-2025-04-14 @000 Dpandas
Same Dol WDes  Samiar Same Same Tool coty
o ©: 02 /] (] o ®soos ¢
claude -4 -sonnet-20250514 W07 Gpandae
Same Cvicw Ctes Temia Tare Sare Tool cats
(] 02 (] o [+] o Wy 0




Inci yincident-lofwork hyth M1IXIQRKAZACHTICCWIOATODDZ 4 0] & o8 D >

PromptFollowUpsDraft

Import eval into your local suite

our CLI to kmport ows eval #3 |5 useful $or rurveng regreason LONAd GOTa, OF MeTINg you
Bt With ralalic exasgios. If you want 10 ¢onr wr 1000, Make sure Dt you S 1% great for thin)

Case name
INC- 13251 (01 XJQRF 3IND2GVEDIONWAIEYS)

Expectedrosult Eoted X Z peoveresst /S

pested
follow sps!
o .l\‘w: Lawresce

descriptian: |-
Trvestigate the cause of rising CPU and memory usage 1n the web tier during the Incident. Focus on 1dentifying whether &

memory leak of other rescurce management Tatee wat responaible for the cbserved high utilization and health check fatlures,

priceity: Wigh

ressonieg: |-
Tha ceguest was 16 create & Tollow-up to understand why the web tier (b /wed) siperionced tacressing €U, with &

suspicion of & memory leak. This directly affected systes stability and required scaling to mitigate rink. As this could recur
and tepact reltability, 1t should be oddressed an Mgh priocity.
tithe: Investigate wed tier Aigh CPU and memery usage for potential sesory leak

weport evailocaty (TR ® View baten (0]

R0 run O/ Coptlot/main, 0o doenload ar | “05INTIGE TG DA TN PO MENGAN

Full eval case

caven:
= name: TOOO (Promptfollowtipadraft)

* Vay setadata Mout the Incident
refecence: INC-13251




You need to...

...score Al interactions,
marking them as good/bad
and why
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Lisa 752 P
FR 1 @incident create a follow-up to understand why web/web CPU was climbing - looks
likoe & Feemory leak

g @

Incident A% 753 P
Lt Karlen Curtis fia @incident) added a follew-up:

Investigate web ter high CPU and memory usage for potevhial A ONE-6792
memory beak

:.’p Agsipned io @lisa  Prionty: High  Stabus: Open

Trace » Evali » 30,14 = 1047334

Seansd T days ago

it Copllat thread

& G.wm I.I. m-

& Migrment

This is our first objective
definition of ‘good’ for Al
interactions

a2z
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H#copilot-interactions-pulse

@ Copilot thread | incident-io | £
Classification: acticn  Type: create_followup « Score: high

Messape = Evals o $0.1397 « 119345

£ Lisa

@incident create a follow-up to understand why web/web CPU was climbing - looks

like a memory leak incident A% 1247 s

Posted in & ing- 13251 -intermittent-gocgle-cloud-failures | Jun 12th  View message "KJ Copilot thread | incident-io

Classihcation: action « Type: draft_name, accept_incident s Score: medium o Tags: incident_ managenment,
ncident_decline, action_performed, manual_solution, expectation_mismatch, efficiency_issues
Message « Evals « $0.1750 « 104585
& Copilot thread | incident-io | £ e
~ @incident better name than that, come on, also accept it please

Posted in 1 inc- 1 2880-master-G-bullds- faling -Gue-to-bulldkite-cache-and-node_modkules Lrchived] My
14th View message
Meaape « Evals « 800585 = 6.723s

@ Liz
@incident updabe summary to say the impact was that one user would have seen an
errar when trying o filter the page with the outdated ID

Posted in B inec- 1307 & 2cimi- growp-not- Found-causing - incident - loading -failure-for-hiya (archived]  May 2%th
Wiew mesiage

Classification: action » Type: update_summary » Score: low
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Maturity phases

Evolving the system
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You need to...

...make a change and know
how it's iImpacted the system
for real customers
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Evolving the system

Backtests

= Datasets + Scorecards = Backtests
- Re-run interactions, score them, aggregate scores
- Make a change and see in ~15m how it changes dataset scores

- This is how you avoid terrible regressions

INCIDENT | LAWRENCE JONES BECOMING AI ENGINEERS



Filter unrelated code changes before topk #36559

SRS millyleadiey merged 1 commit into master from milly/filter_unrelated_code_changes_before_topk (D) on May 12

L) Conversation 7 - Commits 1 Fl Checks s [£) Files changed 1

ﬁ millyleadley commented on May 12

e

Previously we were passing all high confidence items into the topk analysis, even these which had a causality of
unrelated .

Also, if there weren't any high confidence items but there were some medium ones, we were just dropping them on
the floor,

Instead, let"s:

1. Drop findings that had a causality of unrelated or uncertain
2. 5till consider potentialyl causing code changes with a medivm confidence if there were no high confidence ones

@

B ﬁ Filter unrelated code changes before topk - « afddddc
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Filter unrelated code changes before topk #36559
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You need to...

...track existing baselines and
motivate people to hit 'high
scores’
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Evolving the system

Leaderboards

- Evaluation criteria, baseline, hill-climb
- Pin the best scorecard to a leaderboard
- This is how you reestablish the dopamine hit

- Make your team feel good when they succeed!

INCIDENT | LAWRENCE JONES BECOMING AI ENGINEERS
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That's it!
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BECOMING Al ENGINEERS

We've discussed tools, but they
solve for very real human
problems.

- Non-deterministic systems hurt
- Working with Al is a rollercoaster, it can be exhausting
- Objective measures are the answer

- Help celebrate the small wins

INCIDENT | LAWRENCE JONES BECOMING AI ENGINEERS



We are hiring Product Engineers in London!

https://incident.io/building-with-ai
lawrence@incident.io

A note from the team

We're building an agent that will investigate the incident with you, show you
what's wrong and why it's wrong. Eventually, we'll show you how to fix it or offer
to fix it on your behalf. It will feel like we're right there with you, helping you resolve
the incident just like your best & most experienced colleague would.

To get there, we're on the sharp edge of what's possible with Al. It's pushed us to
become ‘Al Engineers’, build internal tools to tame the chaos of non-deterministic

systems, and rethink our product process for Al systems which are much harder

to evaluate. We've built resilience, learned to navigate the uncertainty and stay ‘

motivated through tough, ambitious R&D.

These are the people and stories behind Al at incident.io. \ incident.io raises $62M
‘f‘ T ol Al pgones thl resch iNCidonts with you

£62€8£1314830

This could be you!

INCIDENT | LAWRENCE JONES BECOMING AI ENGINEERS


https://incident.io/building-with-ai
https://incident.io/building-with-ai
https://incident.io/building-with-ai
https://incident.io/building-with-ai
https://incident.io/building-with-ai
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